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!)I -% &#+<#+* &!'()!, 
3+1/#$7#% :*4*$$B? 457 
4*$$-"- A+-<$7 4-0%A3* $*,-+ 
ACL 457 2-$2+#%$-"- !)I

*'(:82-
3"'I'58(G"82' 

O)-/-IP

B8A';8;? A2$85'

92#%'%$$;? A2$85'

2 2

@%8'(A(

33
4

5, 6

7

!"#$"#

%&"'(
1

RADIUS



:)$-31"5*9 = Identity Awareness
(Check Point)

1) !"#$% &!'()! $* +*,-.#/ 
/#0%# 0-,1+*#% /#%+121 
3-4256.#$17, < %-/ .105#, 
14#$%1812*%-+ 0#0011

2) '51#$% Check Point 0%+-1% 
:*>1>@$$B? 2*$*5 4- 956:*

3) VPN 956: Check Point 
3+#4-0%*<57#% 4-0%A3 %-5D2-
4- 0#+<#+* &!'()!

4) !"#$% :*,1+*#% 0 0#+<#+* 
&!'()! 1$8-+/*E16 - 
3+-<#+2*F, 3+-<-41% 1F,
1 </#0%# 0 /#%+12*/1, 
3#+#4*@% A+-<#$D $*+A9#$1?

5) &#+<#+ &!'()! -%3+*<57#% API 
:*3+-0 2 AI, 0-4#+=*>1? 
14#$%1812*%-+ 0#0011 1 2-4 
A+-<$7 $*+A9#$1?

6) VPN 956: Check Point, 3-5A.*7 
2-4 A+-<$7 $*+A9#$1?
-% &#+<#+* &!'()!, 3+1/#$7#% 
:*4*$$B? 457 4*$$-"- A+-<$7 
4-0%A3* $*,-+ ACL
457 2-$2+#%$-"- !)I

B8A';8;? A2$85'

92#%'%$$;? A2$85'

VPN I=6G
Check Point

API :*3+-0 2 IA

2 2
33

4

@%8'(A(

5

6

!"#$"#

%&"'(
1



:)$-31"5*9 = ZTN-#/*-)$
(@&. N-7&("=)&=$*)

1) !"#$% :*,1+*#% 0 0#+<#+*
&!'()! 1$8-+/*E16
- 3+-<#+2*F, 3+-<-41% 1F,
1 </#0%# 0 /#%+12*/1, 
3#+#4*@% A+-<#$D $*+A9#$1?

2) ZTN-'51#$% 0 -3+#4#5@$$-? 
3#+1-41.$-0%D6 -3+*91<*#% 
*"#$%* &!'()! 

3) ZTN-'51#$%, < :*<101/-0%1
-% 3-5A.#$$-"- 0%*%A0* )I, 
A0%*$*<51<*#% 151 +*:+B<*#% 
0-#41$#$1# 0 1$8+*0%+A2%A+-?

VPN FW

92#%'%$$;? A2$85'

-%'#%'
&2785:"

B8A';8;? A2$85'

@%8'(A(1

2

3 3

!"#$"#

%&"'(
1



:)$-31"5*9 = OpenVPN

1) !"#$% &!'()! $* +*,-.#/ /#0%# 
0-,1+*#% /#%+121 3-4256.#$17

2) L* 0#+<#+# OpenVPN 0-:4*$B 
3+*<15* A%151%-? ipset 457 
/#=0#%#<-"- N2+*$* iptables:
4-0%A3 4- DMZ-:-$B, :*3+#%
4-0%A3* 4- LAN-:-$B
1 +*:+#9#$$*7 +-5D 0 4-0%A3-/
4- LAN

3) '51#$% OpenVPN 0%+-1% 
:*>1>@$$B? 2*$*5 4- 956:*

4) ;- A/-5.*$16, +*,-.## /#0%- 
3-5A.*#% 4-0%A3 %-5D2- 4- DMZ-
:-$B, "4# +*03-5-=#$ 0#+<#+ 
&!'()!

5) !"#$% :*,1+*#% 0 0#+<#+* &!'()! 
1$8-+/*E16 - 3+-<#+2*F, 3+-<-41% 
1F, 1 </#0%# 0 /#%+12*/1, 3#+#4*@% 
A+-<#$D $*+A9#$1?

6) G051 $*+A9#$1? $# 
:*+#"10%+1+-<*$-, $* 0#+<#+# 
&!'()! <B3-5$7#%07 02+13% 
4#?0%<17, 2-%-+B? :*310B<*#%
IP-*4+#0 +*,-.#"- /#0%* < 3+*<15- 
ipset, +*:+#9*6>1? 4-0%A3 4- LAN 
1$8+*0%+A2%A+B

7) OpenVPN 0#+<#+, 3+#4-0%*<57#% 
2-$2+#%$-/A )I 4-0%A3
4- 1$8+*0%+A2%A+B

92#%'%$$;? A2$85'

-%'#%'
&2785:"

B8A';8;? A2$85'

OpenVPN
7%'#%'

IPtables

3

2

3

5

4

@%8'(A(

6

7

!"#$"#

%&"'(
1



!E)#5*&)"/G)%- 0&7'&L)&=$* >?@AB? 2.D 

2%&'%()%*+, 2.3

!"#$%&'( Ç)*%+,-(È -

!"#$%&'( Ç!./$0*,,È -

1234 $05,&0$,6 &4*,5'%7 Bash, Power Shell

)%88/*9,70/:3/ &-"9;3 40'0-%<%7 5%-(2%70'/-/= Active Directory

>%2:%9$%&'( %;%<0#/$,6 80$$3:, ,2 7$/?$,@ &,&'/: -

>%2:%9$%&'( 07'%:0',2,*%70$$%<% $02$0A/$,6 5*%+,-6 -

B%8"-( 87"@+04'%*$%= 0"'/$',+,40.,, +

C'AD'3 5% hardware , software +

E0?;%*83 +

!/*',+,40.,6 F!GHI )*%7%8,: *0;%'3 5% &/*',+,40.,,

JA/' *0;%A/<% 7*/:/$, +

G%5%-%<,6 &/', +

K05%-$/$$%&'( ,$'/<*0.,6:, )%-$06



!"#$%&'#()*#+, -'./'0#'12& 345674  3.8 

2%&'%()%*+, 3.3

!"#$%&'( Ç)*%+,-(È +

!"#$%&'( Ç!./$0*,,È +

1234 $05,&0$,6 &4*,5'%7 Bash, Power Shell , Python , CMD

)%88/*9,70/:3/ &-"9;3 40'0-%<%7 5%-(2%70'/-/= Active Directory, FreeIPA, ALD Pro, LME NEB

>%2:%9$%&'( %;%<0#/$,6 80$$3:, ,2 7$/?$,@ &,&'/: +

>%2:%9$%&'( 07'%:0',2,*%70$$%<% $02$0A/$,6 5*%+,-6 +

B%8"-( 87"@+04'%*$%= 0"'/$',+,40.,, K0A,$06 & 7/*&,, 3.3

C'AD'3 5% hardware , software -/+  (5-0$,*"/'&6 7% 2 5%-"<%8,, 2026 <.)

E0?;%*83 +

!/*',+,40.,6 F!GHI -

JA/' *0;%A/<% 7*/:/$, -

G%5%-%<,6 &/', -

K05%-$/$$%&'( ,$'/<*0.,6:, > 5*%./&&/ $05%-$/$,6



-./01$,(1, /21/#. 2'33,$41+.,5%6 NAC
3.!

3.2

3.1

2

3.0

-,.718'+.71 1 )7)90171 :.8'+%, 
1(",;$.<11 / NAC

-,.718'+.71 1(",;$.<11 / LDAP

=(,3$,(1, ('+%6 LDAP #.".7';'+

=%2)/# 2$'3)#". / ('+'& 
.$61",#")$'& 1 27.">'$5'& IRP

!"#.8')/"'&91+'/"? + $,415, 5)7?"15./",$

@AB :'7?0, 1(",;$.<1& / NAC

C'33,$4#.  2$'+,$#1 :,8'2./('/"1 37D 5':17?(%6 )/"$'&/"+

-,.718.<1D API 37D 2'7)9,(1D 1(>'$5.<11
1 )2$.+7,(1D EFGH-F

C'33,$4#. 2$'"'#'7. 802.16

*':.+7,(1, +'85'4('/"1 6$.(,(1D Ç/,#$,"'+È 
+' +(,0(16 /1/",5.6

*':.+7,(1, ('+%6 2$.+17 2$'+,$'#

H+,719,(1, +'85'4('/",& 5'(1"'$1(;.

H7)90,(1, +(,0(,;' +13. .;,(".

-./01$,(1, /21/#. 2$.+17 2$'+,$'#

-./01$,(1, /21/#. '"9,"'+

F+"'5."181$'+.((%& #'("$'7? 5,/"'2'7'4,(1D -I

MFA

9':'0#(; $(:2( 
<:'="$2(



>&)'2#+? <:',$2

!"#$%&'()
*+$,-.%-*"

! H#)"' &=1#1=%+ 61'%&+

! @'2'>-%+ 61# *',2%*+"'2 
+%*+#1',-"##

! @1%/'*+-,(<%2 #"*+1=&.##

! @'/4#1-%2 
#"/#,#/=-(:"8% =*(',#<

/0+10203#$'-$
'. 4.3#05 6".+$
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